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ABSTRACT 


New concept in Information Technology is Cloud Computing, as it provides various scalable and elastic Information Technology services in pay-as-you-use basis, 
where the customers of cloud can reduce huge capital investments involved in IT infrastructure. Big data is an evolving term that describes any voluminous amount of 
structured, semi- structured andunstructured data, Cloud storage service is the cloud serviceswhich can provide a huge storage space to solve the bottleneck of the 
storage space of local end users, when the verification is done by a trusted third party, this verification process is also called data auditing and this third party is called an 
auditor, Compared to usersof conventional systems, cloud users need to surrender the local control of their datato cloud servers. Anotherchallenge for big data is the 
data dynamism which exists inmost big data applications. Due to the frequent updates, efficiency becomes a major issue in data management. As security always 
brings compromises in efficiency, it isdifficult but nonetheless important to investigate how to efficiently address securitychallenges over dynamic cloud data. 
Drawbacks First, a necessary authorization/authenticationprocess is missing between the auditor and cloud service provider, Second, although someof the recent work 
based on BLS signature can already support fully dynamic data updates over fixed-size data blocks, they onlysupport updates with fixed-sized blocks as basic unit, 
which we call coarse-grained updates. solutionsinevitably introduce a heavy computation overhead on the dataowner for key distribution and data management when 
fine grained data access control is desired. 
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Introduction 

Cloud Computing in current Era is one of the influentialinnovations in computer 
science and technology in recent years. When the data size increasing, can mean 
that theprocessing time will be longer than the allotted time to process the data, In 
order to achieve an e clientverification ofdata integrity, the data owner can 
delegate a trusted thirdparty auditor (TPA) to assist the validation data reduction 
to consume the data owner's computing resources. In a remote verification 
scheme, the cloud storage server cannot provide a valid integrity proof of a given 
proportion of data to a verifier unless all this data is intact. To ensure integrity of 
user data stored on cloud service provider, this support is of no less importance 
than any data protection mechanism deployed by the cloud service provider 
(CSP), no matter how secure they seem to be, in that it will provide the verifier a 
piece of direct, trustworthy and real-timed intelligence of the integrity of the 
cloud user's data. 

The service provider, whose target is to make a profit and maintain a reputation, 
has a reason to hide data loss. On the other hand, customers are very defective. 
Customers can openly or illegally claim loss to get paid. To avoid this 
independent, third party auditor will arbitrate and confirm whether stored and 
retrieved data is intact, we provide a formal analysis for possible types of fine- 
grained data updates and propose a scheme that can fully support authorized 
auditing and fine-grained update requests. Based on our schemewe also propose 
an enhancement that can dramatically reduce communication overheads for 
verifying small updates. 

Problem Statement: 

In the proposed research work we have to implement the system which provide 
the more data security with different file system. We work on text, Audio, Video 
and image also, and implement different kind of security algorithms. 

Existing System 

This system support fine-grained updates RSA signature is used, For integrity 
verification some algorithm is used like Merkle Hash Tree (MHT), advanced 
encryption standard (AES), Secure Hash Algorithm(SHA 1 ) 

Disadvantages of existing system 

Existing system have less security as compare to proposed system.Existing 
system provide security only for text data, Access permission only for single user. 

Proposed System 

As data security is also considered as a metric of quality of service(QoS) along 
with other metrics such as storage and computation.Improve data security with 
different algorithm. Here we generate authentication key for multiple user. Also 
security for video, audio, image 

Advantages of proposed system 

There are many advantages from proposed system like cost reduction, User 
friendly, More security Ease to use, Multiple user can access. 


System Diagram: 



Cloud Storage Server (CSS) 


Data Flow Diagram of Projects 



Results 

Many of project works developed previously which can only store data and share 
data between large numbers of users in a group. In our proposed work we have 
presented an third party auditing scheme to construct a secure data management 
mechanism with high privacy protection method and also working on 
auditability aware data scheduling scheme which is based on priority. We are 
developing our project in Netbeans IDE By using Java technology. We can 
analyze our system on the basis of security that we are providing. In the 
verification procedure of the scheme the emphasis is on preventing the CSS 
cheating the valid TPA about the status of user's data. Also the security of this 
scheme is enhanced by the use of a signature scheme that we are using in our 
system. Usually the schemes with signatures have a greater efficiency and are 
also more secure as compared to other systems. An invalid or unauthorized TPA 
is an outside auditor who wants to challenge the client's data stored onto the CSS 
without the permission of the client. This is not available in the earlier auditing 
schemes. Hence in this work with the unique authentication process no outside 
TPA without the user's permission can be able to audit the data without his 
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permission. Extending this security the user add a authentication message to 
make each auditing unique so as to avoid mix up results of auditing work 
between different auditors. Next the security analysis is to verify the updates 
over the client's data stored on the CSS. The analysis can be done here is whether 
the CSS (partially trusted) has carried out the data updates correctly or not. Here 
the updating the data the CSS must be able to honestly provide with the report on 
updates done on the data correctly. Also the CSS should be able to reduce the 
communication overhead for this process. 

Conclusions: 

Scalability/elasticity: As the cloud is a parallel distributed computing system in 
nature, scalability is one of the key factors as well Integrity verification. 

Mechanism: that has the same level of scalability and elasticity will be highly 
resourceful for big data applications in a cloud environment. 

Security: Security is always a problem between spear and shield; that is, attack 
and defend. 

Efficiency: Due to high efficiency demands in big data processing overall, 
efficiency is one of the most important factors in designing of new techniques 
related to big data and cloud. 
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